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Intersection of Provenance and the Al Act

And how It relates to OS Il
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What’s Provenance?



Provenance

“Information that documents the history of a described object and
related described activities, including information about origin or
source of the described object, any changes that may have taken place
since it was originated, and who has had custody of it since it was
originated.”
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Provenance
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Provenance — origin or source
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Provenance — changes
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Provenance — custody
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Long-term Vision

‘Before data reach any repository Repository X Repository Y
Al Model
Sample Sample Data Data pre- - . Al Model
npt —Sample->| pi -Sample—>| . Data—>| Data storage Data—> pr ——Data—>{ Training and |Trained model->|
acquisition processing generation processing : Storage
Evaluation
Data Data Al Model
Associated Associated Associated Associated
provenance provenance provenance provenance
Harmonized (at least the fundamental part) ﬁ
. Depends also on its precursors!!! .
Does the sample fit Doos Hia dita fit - How many devices? Does the model fit
for my purpose? S aRsEan - How many patients? for my purpose?
(sample age, donor age, i y pt P lit : - How many facilities? (generalization, accuracy, robustness,
ischemia time, diagnoses, ...) (alignment, quality, - How many pathologists? ethical alignment, ...))
completeness,...)
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Long-term Vision

Before data reach any repository Repository X Repository Y
Al Model
Sample Sample Data Data pre- - . Al Model
L —Sample->| . —Sample->| . Data—>{ Data storage rData—> . —+—Data—> Training and |Trained model->|
acquisition processing generation processing : Storage
Evaluation
Data Data Al Model
Repository
Associated Associated Associated Associated
provenance provenance provenance provenance
Harmonized (at least the fundamental part)
What What data/modelsl/...

samples/datal...
are affected by
the consent withdrawal?
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Long-term Vision

World outside

National Data Infrastructure

Repository X

Repository Y

Repository Z

Associated provenance -- standardized (at least the fundamental part)
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What’s the Al Act?



Al Act

— A regulation setting harmonized rules on Al in EU

— Fostering trustworthy Al
— Al systems respect fundamental rights, safety, and ethical principles

— Risk based approach to classify Al systems into four categories

— Timeline
— August 2024 — publication
— August 2025 — appointment of national authorities for enforcing the regulation
— August 2026 — starts applying to high-risk systems
— August 2027 — starts applying to all risk categories
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Article 11: Technical Documentation
(of High-Risk Al System)

“The technical documentation of a high-risk Al system shall be
drawn up before that system is placed on the market or put into service
and shall be kept up-to date...It shall contain, at a minimum, the
elements set out in Annex IV.”
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https://artificialintelligenceact.eu/annex/4

Article 53: Obligations for Providers of
General-Purpose Al Models

“Providers of general-purpose AI models shall: (a) draw up and keep up-
to-date the technical documentation of the model, including its
training and testing process and the results of its evaluation, which shall
contain, at a minimum, the information set out in Annex XI for the
purpose of providing it, upon request, to the Al Office and the
national competent authorities.”
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https://artificialintelligenceact.eu/annex/11

Article 53: Obligations for Providers of
General-Purpose Al Models

“Providers of general-purpose AI models shall: (b) draw up, keep up-to-
date and make available information and documentation to
providers of Al systems who intend to integrate the general-purpose Al
model into their Al systems...documentation shall: 11) contain, at a
minimum, the elements set out in Annex XII”’
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https://artificialintelligenceact.eu/annex/12

The Annex IV

“...including a general description of these data sets, information
about their provenance, scope and main characteristics; how the data
was obtained and selected...”
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The Annex Xl

“... information on the data used for training, testing and validation,
where applicable, including the type and provenance of data and
curation methodologies (e.g. cleaning, filtering etc.), the number of
data points, their scope and main characteristics; how the data was
obtained and selected as well as all other measures to detect the
unsuitability of data sources and methods to detect identifiable biases,
where applicable...”
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The Annex Xl

“...information on the data used for training, testing and validation,
where applicable, including the type and provenance of data and
curation methodologies...”
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Al Act

— European Commission request to

— CEN -- European Committee for Standardization
— CENELEC -- European Committee for Electrotechnical Standardization

— To develop Harmonized Standards supporting the compliance with
Al Act

— Based on existing standards (link)

— Standards to be delivered by April 2025

— Aim to clarify technical and operational requirements

— Adherence to the Harmonized Standards == compliance with Al
Act requirements

20 Rudolf Wittner, witther@ics.muni.cz

— =
QD i e
D =


https://www.linkedin.com/posts/sebastianhallensleben_status-dashboard-jtc21-european-ai-standardisation-activity-7235665875112988673-xfEH

Potential requirements

— Independence of test dataset and other datasets used in the

design/development of an Al system

— E.g., individual's samples can not be included in both training and testing datasets
— People who have participated in the design/development of the Al system can not choose,
collect, or annotate the data

— System designed/developed/tested using data of the locals in
which it will be deployed
— Origin of the algorithms and modifications
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Horizontalne vystupy

Before data reach any repository
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Horizontalne vystupy

— Hlavny partner: MUNI
— Budget: Horizontalna klucova aktivita

— Zahrna
— Vyvoj vSeobecnych nastrojov integrovatelnych s repozitarovvou platformou/vyskumnym
prostredim
- Nastroje pre pristup, uloZenie, validacia vstupu, generovanie meta informacie, prehladavanie
— Vyvoj realizovany na konkrétnych use cases (RationAl/BiomedAl MUNI )

— Demonstracia integracie technologického riesenia s konkrétnou inStanciou repozitara
- Mozné hodnotit ano/nie

— Podpora integracie technologického rieSenia s konkrétnymi inStanciami repozitarov

— Napojenie na AAl

— Napojenie na zakladny metadatovy model (a NMA)
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Horizontalne vystupy

— Dalej zahfna

— Vedenie, koordinacia, zarovnanie s dalSimi aktivitami
- Vertikadlne provenance aktivity (vid. dalej)
- Iné klicové aktivity (napr. oboroveé aktivity)

— Interakcia so suvisiacimi projektmi

— Licencie

— Podklady pre skoliace aktivity a povedomie

— Metodika pre pracu s provenance v NDI
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Vertikalne aktivity

Before data reach any repository Repository X Repository Y
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Vertikalne vystupy — Analyza

— Budget: Tématické klucové aktivity
— Prakticky:

— Aké vsetky informacie budu potrebné?
— Aké informacie su zachytené a ktoré informacie chybaju?

— Vystup
— Dokument popisujuci potrebné informacie pre konkrétne procesy v repozitari (pripadne pred repozitarom) +
navrch architektury pre integraciu s horizontalnymi vystupmi

— ~3-6 PMs (analytik) v zavislosti na komplexite daného use case

— Moiny prienik s doménovymi metadatovymi modelmi
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Vertikalne vystupy — Integracia

— Budget: Tématické klucové aktivity
— Technicka integracia vystupov horizotnalnej aktivity s konkrétnou instanciou
repozitara (/ELNs/...)
— Zahrna
— RozSirenie zdrojového systému v pripade doplnenia chybajucich informacii
— Navrh reprezentacie informacii zo zdrojového systému pomocou
harmonizovaného datového modelu pre reprezentaciu provenance (W3C PROV,

CPM, 1SO 23494)

— Implementacia transformacie informacii zo zdrojového systému
Vyuzitie nastrojov implementovanych v ramci horizontalnej aktivity
Mozné hodnotit ano/nie

— ~6-18 PMs (programator + admin) v zavislosti na komplexite daného systému
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Suvislost’ s medzinarodnymi aktivitami

— Priama vazba na eurdpske projekty:
_ EOSC-Life (CPM+ISO 23494)
_ BY-COVID (revizia CPM+ISO 23494)
— EvolveBBMRI (adoptovanie CPM+ISO 23494 v BBMRI-ERIC)
— Vazba na aktivity vyzkumnych infrasturktur
_ BBMRI-ERIC
— (EMBRC - zapojenie do EOSC-Life)
— Vazba na medzinarodné iniciativy
— RO-Crates (ELIXIR)
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https://zenodo.org/records/8279525
https://zenodo.org/records/10927253
https://www.bbmri-eric.eu/scientific-collaboration/wp1-acceleration-of-datafication-of-biobanks-and-biomolecular-resources-to-enable-reproducible-advanced-medical-research-wp1/
https://www.researchobject.org/ro-crate/profiles.html
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